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Protecting guest privacy means hoteliers have to set thorough and specific policies and guidelines. Here is a list of suggestions from the American Hotel & Lodging Association to help hotels define and implement sound privacy practices. 

Hotel Operations Policy Elements 

· At registration, write down room number assignments and hand to guests across the front desk. Do not speak the number aloud. 

· Many experts advise requiring a photo ID issued by a government agency in order to register. Some hotels photocopy the ID, which then puts a burden on the hotel to secure and destroy the copy. 

· Enforce strict policies against giving out room numbers over the telephone or front desk. 

· Give new or duplicate keys only to registered guests who can show ID. Define a policy for guests lacking ID at the moment: Can they produce ID if admitted to the room by hotel personnel? Can they verify their address and form of payment as shown in the property management system? 

· Minimize the use of guest names and room numbers in radio or telephone conversations. 

· Do not show guest names on reports given out for newspaper drops. 

· Do not allow third parties to do amenity drops, bag pulls or other activities on guestroom floors. 

· Train room attendants to keep room assignment sheets in their pockets rather than on their carts, especially if names appear on the report. 

· Ensure that Expected Departure folios delivered to guest rooms the night before checkout are slid completely underneath doors all the way into the guestroom and cannot be pulled back into the corridor. 

· Secure express check-in or video check-out buckets so that names are not visible across the desk. 

· Secure reports in the back office that show guest information, especially 

Privacy Policy Elements 

· Begin with a simple summary statement of your commitment to guest privacy. Provide contact information for requests for more information, to review/change information or withdraw from future marketing communications. Identify the last date the policy was modified. 

· Follow the summary statement with more detail on key areas of privacy: 

What information you collect and why 

How you use it 

How long you keep it 

Re-assert the ability to review and correct data 

Re-assert ability to opt-out of future marketing communications 

Identify any external transfer of information that may occur: 

Mailing houses 

Frequency programs 

CRM service providers 

Explain how the site protects guest data in transmission and storage 

Explain use of cookies on the site 

Explain any third-party advertising services used

· Incorporate a discussion of the privacy policy into employee orientation. 

· Have copies of the policy available at the front desk for anyone that asks. 

Employee Appropriate-Use Policy Elements 

· Begin by stating that the computers, networks, software, telephone systems, etc. are the property of the hotel and are to be used for business purposes and that the data created, stored, sent or received on these systems are the property of the business. 

Many businesses allow employees to utilize business systems for a minimal amount of non-business functions as an amenity of employment to the extent that it does not interfere with conducting business. 

· Clarify that the business retains the right to monitor, record and review all computer and telephone usage, including network logons, fileserver utilization, web sites visited, emails sent or received, instant messages sent or received and telephone calls or messages. 

· Assert the employer’s responsibility to: 

Provide appropriate equipment, software and training appropriate to the position. 

Take reasonable steps to ensure that the systems are not used to contribute to discrimination, harassment, illegal or unethical activities.

· Assert the employee’s responsibility to: 

Limit use of the systems to business purposes only, except where permitted by employer. 

Maintain the security of customer and employer data. 

Honor copyrights. 

Never visit websites, send or encourage others to send to the employee material that may be deemed pornographic, discriminatory, abusive or otherwise offensive, including images and media files. 

Never use obscene, scatological, racist, sexist or otherwise offensive language in email, IM or other computer applications. 

Never download tools or applications from websites without express instruction from personnel authorized to give that permission. 

Avoid computer viruses by not opening attachments in unknown emails and maintaining anti-virus updates, anti-spyware updates and Windows updates.

· Disclaim any liability on the part of the organization for employee use or misuse of systems and networks. 
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